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Acceptable Use Regulations: 
Regulations for the Use of IT Resources 
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�x Software (e.g. Office365, Microsoft Word) 
�x Communication/storage of information and any operation involving the manipulation, transmission or 

viewing of data by electronic means, within Bangor University, within the UK or internationally.  
�x Any information captured through use of the university’s IT Resources, including but not limited to 

systems logs, CCTV recordings and card access logs 
�x The University telephone system, which runs over the University network 
�x Online Cloud based services such as Office365 or any other online resources 
�x Accessing Bangor IT resources off campus via wireless, use of eduroam at other institutions etc. 

 
4. Acceptable Use 
 
4.1 IT Resources, including an IT account,for students to support their university 

education, for staff as part of their employment  
 

The AUR  do not provide 
the Users with a formal right of access and such privileges may be revoked at any time. Where a 
potentialUser does not require access to IT Resources for the purposes of their employment or studies 

there shall be no obligation on the IT esources shall be used in an approved, ethical and lawful manner to avoid loss or damage to 

http://www.ja.net/company/policies/aup.html
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5.3 Use of the University’s IT Resources is provided for registered students and staff with a contract of 
employment. Any other persons having a legitimate role in the business of the university (e.g. visiting 
lecturers) may request a computer account via their College/School or Service. 

 
5.4 Users handling, accessing or storing personal, confidential or sensitive information, must take all 

reasonable steps to safeguard it and must observe the University’s Data Protection and Information 
Security policies and guidance. University managed mobile devices (e.g. laptops, tablets, smartphones, 
voice recorders) that are used to store or access personal, sensitive or confidential data, they must be 
encrypted. Personal devices must not be used to access or store such data. 

 
5.5  All Users of U



mailto:Info-compliance@bangor.ac.uk
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6.1  Using IT Resources in any way that is fraudulent, offensive, obscene, racist, malicious, defamatory, 
libellous, abusive, pornographic, sexual, indecent, constitutes a criminal offence (directly or indirectly), 
or which promotes extremism / terrorism and / or could constitute grooming children or other crimes 

mailto:helpdesk@bangor.ac.uk
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Appendix 1 
 
 
Legislation relevant to the use of IT Resources includes, but is not limited to:- 
 
 

�x Obscene Publications Act 1959 and 1964 
 

�x Protection of Children Act 1978 
 

�x Police and Criminal Evidence Act 1984 
 

�x Copyright, Designs and Patents Act 1988 
 

�x Criminal Justice and Immigration Act 2008 
 

�x Computer Misuse Act 1990 
 

�x Human Rights Act 1998 
 

�x Data Protection Act 2018 
 

�x Regulation of Investigatory Powers Act 2000 
 

�x Prevention of Terrorism Act 2005 
 

�x Terrorism Act 2006 
 

�x Counter-Terrorism and Security Act 2015 
 

�x Police and Justice Act 2006 
 

�x Freedom of Information Act 2000 
 

�x Equality Act 2010  
 

�x Privacy and Electronic Communications (EC Directive) Regulations 2003 (as amended) 
 

�x Defamation Act 1996 and 2013 
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